Cyber Coverage Is Unprofitable, Now What?
Cyber coverage was once very profitable.

But that is no longer.
As I report in my recent article, Cyber Challenges, the growth of ransomware attacks and
undisciplined underwriting practices are pressuring a line already considered too risky for most
insurers.
The line’s overall unprofitability was bound to happen. Sooner or later, profitability challenges hit
every insurance line. That can be positive in the long term. Low returns on investment can motivate
necessary soul searching that leads to growth and development.
To be clear, a line’s overall profitability is not indicative of an individual insurer’s experience. Some
insurers are still making a decent buck selling cyber insurance. To stay in the cyber game, however,
less profitable competitors are likely looking to reduce what they cover or quit offering coverage
altogether.
Cyber insurance has always been risky business. Pricing coverage is challenging amid ever-changing
risks. Since I began covering cyber insurance in 2014, data breaches were insurers’ main concern.
But that changed.

Changing Risk
In 2018, data breaches continued to be the top concern. Ransomware was beginning to raise its ugly
head. Back then, cyber coverage was also quite profitable. With losses at only 40% of expenses,
there was plenty of room for double-digit profitability.
Now, cyber actuaries, charged with developing rates with little past or present data, are finally
getting enough information to anticipate losses associated with data breaches. Actuaries have also
become more sophisticated with scenario planning.

Despite these improvements, pricing cyber remains a delicate matter. Since cyber insurance was
profitable, underwriters had some wiggle room for pricing coverage. But not anymore. Tighter
underwriting, it is hoped, will result in organizations “getting religion” on risk mitigation. Recent
harrowing ransomware attacks, such as the Colonial Pipeline’s, should serve as a wake-up call as
well.
Battling cyberbullies is part of the price we pay for digital dependence.
Monitoring cyber insurance continues to be a challenge. Yes, there is plenty of data about cyber
security. That, however, is only the risk side of the insurance equation.
While writing this article, I was surprised that after a three-year hiatus from covering cyber
insurance, only one organization provided an estimate for the combined ratio — the insurance
industry’s go-to profitability barometer. The little publicly data available was laden in grains of salt
or caveats as with sources warned the information does not paint a full picture.
Cyber insurance is important for protecting organizations when if a cyber attack occurs. Improving
cyber security is vital, but so is building stronger partnerships between insurers and their
customers. That critical piece could turn out to be the most important.

Why Commercial Auto Rates Keep Rising
Commercial Auto rates have been rising for more than a decade. What gives? In my recent Leader’s
Edge article, Where Are We Going? I dig deeper to find the answer.
As you would expect, there are several reasons. The greatest one, in my opinion, is distracted
driving.
Yes, you have heard that before. However, I did not fully believe until I spoke to an actuary who
looked into the data. The fact that commercial auto premium began to climb in 2011 was no
accident. Around the time, smartphones were rapidly replacing flip phones, giving Americans
something else to do when they were supposed to be doing a different something else.
Another explanation is higher litigation costs. There is no doubt that commercial auto insurers,
especially those that cover trucks, get hit with paying some crazy-huge settlements. If you check out
my Actuarial Review article, Tipping the Scales: Measuring the Impact of Social Inflation, you’ll see

that the actual losses from litigation are difficult to measure

In my opinion, the insurance industry needs to pony up for a study that proves how much litigation
impacts overall severity and, in turn, rate increases.
The reality is, semi-autonomous vehicles, including trucks, can improve safety for many scenarios
(for more on that, please read Moving Parts: ADAS Go For a Ride in Actuarial Review). Cameras can
also track an accident to show true fault, but many truck drivers feel they interfere with individual
privacy. Most accidents, a trucking expert told me, are not caused by professionally trained truck
drivers. Often the fault rests with the other party.
Just how safe semi-autonomous vehicles are and how much autonomous vehicles will be is a matter
of debate. I cover that in another article to be published soon. When it comes out, I’ll let you know.

Commercial Property Insurance in Peril
Commercial property insurance was already struggling before
COVID-19 hit the scene. Double-digit rate increases were bad
enough but hit the highest in 35 years.

As I cover in Actuarial Review’s article, Perilous Times: COVID 19 & Vexing Variables, there were
several things going on. Consider:

Catastrophic weather-related losses have been exceptionally high – at least for the years 2017
and 2018.
Thanks to the response to the COVID-19 pandemic, commercial space has been at low capacity
for seven months.
Declining investment income due to lower returns on mortgage-backed securities.
Riots similar to the late 1960s have made a comeback – big time.
I wrote the commercial property insurance article before a multitude of hurricanes hit the United
States, especially in the Gulf states. While the article focuses on commercial property insurance, it
should also interest homeowners’ insurance policyholders as well.
My thoughts on “Civil Unrest”
As an aside, I found it distressing that last summer, some people said it was OK to destroy buildings
because that is not harming people. It depends on how someone perceives harm. Small business
people who lose their companies and their employees who lose jobs feel harm. So do the neighbors.
People have been physically harmed or even killed. Businesses that hang on despite the damage still
have to pay deductibles for their commercial property insurance. Their premium can also go up.
By the way, if civil unrest sounds like rioting, then you need to get current. The Associated Press
Style manual recently instructed journalists to avoid using “riot” as a term. “A riot is a wild or
violent disturbance of the peace involving a group of people. The term riot suggests uncontrolled
chaos and pandemonium,” according to the AP Stylebook’s twitter feed. Apparently, the act of going
into someone else’s neighborhood, stealing property and destroying buildings could be stigmatized
like the protests of the 1960s. “Unrest is a vaguer, milder and less emotional term for a condition of
angry discontent and protest verging on revolt,” tweets the AP Stylebook.
Whatever it is called, I wish the Golden Rule would make a comeback. Treating people the way we
want to be treated with kindness, dignity and respect would go a long way. Sounds like Martin
Luther King doesn’t?

Social Inflation Impact Begs for
Quantification
Social inflation was attracting a lot of attention before
COVID-19 hit the scene. Search the internet for buzz words
like “nuclear verdicts” and “reptile theory” and you’ll see what
I mean.

Before COVID-19, insurance company presidents and experts pointed to the phenomenon as a force
behind rising premiums for most commercial insurance lines. But I was skeptical. After 30 years in
the property/casualty insurance world, this was not the first time I heard social inflation was rearing
its ugly head and pressuring insurance premium costs.
What is social inflation? To oversimplify, its essence is that Americans unhappy with the nation’s
economic and social conditions are more likely to be sympathetic to plaintiffs who sue companies. Of
course, there is a lot more to this, including legal strategy, jurisdictional differences and so forth.
My recent Actuarial Review cover story, Tipping the Scales: Measuring the Impact of Social
Inflation, reviews its evidence, its impact on losses and ultimately, rates. Although there is proof
that social inflation is a thing, it is not showing up in industry data. Therefore, it is difficult to know
its real impact and frankly, how much attention it deserves.
…the insurance industry should invest
in quantifying social inflation’s impact
That is why I believe the insurance industry should invest in quantifying social inflation’s impact on
coverage costs. This could eliminate a lot of confusion and facilitate a more informed dialogue about
the impact of legal costs in general.
If social inflation is linked to American satisfaction, which was not great before the coronavirus
crisis, there are certainly more economic and social reasons for so-called “angry” juries to be in a
worse mood now. In fact, the industry could have a stronger case for the impact of social inflation
than before.

Perhaps the phenomenon is a symptom of deeper problems. Why are Americans angry? My suspicion
is we expect more today than our ancestors. If we expected as much from ourselves as we do our
institutions, everyone would be better off.
The article also provides evidence that juries are losing impartiality by giving more weight to
feelings than facts. In that regard, social inflation should concern us all.
If we expected as much from ourselves as we do our institutions,
everyone would be better off.

How COVID-19 Will Impact Health and P&C
Insurance
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COVID-19 will have vast implications on both health and property and casualty insurance lines. Two
of my articles, which are cover stories for two award-winning insurance industry magazines, offer
the details.
The May 2020 issue of Leader’s Edge covers the impact that the coronavirus will have on health
care. Actuarial Review’s May/June 2020 issue looks at the COVID-19 effect on property-casualty
insurance including workers’ compensation and personal auto. Writing about both requires an
understanding of how health and P&C insurance work. Each are vastly different but does influence
one other.

Keeping a subject fresh for the far-in-advance print publishing deadline when information is
changing multiple times a day is tough. Once an article is published, there is no correcting, changing
or manipulating it. Producing printed articles requires a commitment to thoughtfulness and
accuracy that cannot be changed and updated online. This necessitates old-fashioned shoe-leather
journalism that showcases the experts and insists they tell the story.
It also means having the knowledge to carefully find useful information by sorting through a barrage
of biased news reporting, knee-jerk comments, horn-tooting news releases and dizzying technical
reports. (My inbox in March and April could have been a story of its own.)

MORE COVID-19
I’ve been a COVID-19 follower since the third week in January. Actuarial Review editor Elizabeth
Smith asked me to run a piece on the coronavirus in the March/April issue. I’ve been watching it
ever since.
Just as my first article was coming online, the reality of COVID-19 hit the nation. As I began the
COVID-19 cover stories, the lockdown began. During the first couple of weeks, the so-called “new
normal” began. My husband moved into my home office. My daughter returned from college and
cooped up in her library-quiet bedroom through finals. My other daughter, a senior in high school,
waited for the school system to start online learning. It never worked out well.
Those weeks were eerie and confusing. We were waiting to learn if anyone in the family had caught
COVID-19. While trying to finish interviews just in case sources got sick, my inner motherbear/domestic goddess came out. Between interviews and research, I was making homemade
chicken soup and sewing masks for that once-a-week visit to unpredictable empty store shelves.
___________
There is still time to positively influence the future outcomes of COVID-19, but it requires
vigilance and thoughtfulness in a me-first culture.
___________
While the lockdown was challenging at home, it was nothing compared to the ordeals of others. Over
time, the stories from friends and colleagues kept coming in. People died. Others lost jobs. Medical
personnel was overwhelmed and exhausted. The fear was palatable. Nobody knew what was coming
around the corner.
It reminded me a little bit of 9/11 when I lived three miles from The Pentagon. The next few days
were suspended as we waited to see what was next. The messaging was clear. We were a country
united. I had not felt so much patriotism since America’s bicentennial.
Not with COVID-19. It’s hard to consistently message about a moving target amid the fear and chaos
ensuing from a potentially deadly virus. At first, we were told not to wear masks. Once the rate of
the curve began to slow — and there were enough masks for everyone to wear — we are now to
wear them. As states began to “open up,” the disease started to spread.
But too many people let down their COVID-19 guard. The virus had not changed, it has remained a
threat. I just shook my head when the beaches began to open. Did we learn nothing from Spring
Break?
When I think about everything I have heard, learned and written about COVID-19, it frustrates me

that too many are forgetting that virus’s spread and its long-term impact are far from over. There is
still time to positively influence the future outcomes of COVID-19, but it requires vigilance and
thoughtfulness in a me-first culture. To protect the country, we must be united.
How well we protect the vulnerable says everything about who we are as people. There will be hard
choices. Do we bring back jobs to the United States when goods are likely to cost more? How can we
find ways to retrain people for jobs when the automated future is also at our doorstep? How can we
encourage Americans to live healthier to reduce the demand on a limited health care system?
____________
How well we protect the vulnerable says everything
about who we are as people.
____________
In the meantime, my commitment to covering COVID-19 remains. Besides working on future articles,
I am also keeping a journal for Shenandoah County, Virginia as part of a project to record history for
future generations. It is my way of giving back to the county’s diarists who recorded daily life during
the Civil War. Their now historic words have provided insight for a book I am writing about a war far
too complex to be generalized in sound bites. It is an honor to give back.
Eventually, the time of COVID-19 will pass. But for now, we are all in this together. My hope is each
of us will find ways to protect and support each other.

Climate Change Pressures Higher Property
Insurance Premiums
Climate change is already pressuring premiums for homeowners, commercial and other types of
insurance coverage. California homeowners in wildfire-prone areas are being turned down for
coverage. The National Flood Insurance Program

(NFIP) will be increasing premiums this spring.
My article in the January issue of Leader’s Edge, Climate Appetite, explains why businesses should

consider the change in climate seriously to mitigate future risk. The piece also covers the important
role insurance agents and brokers will play to support their clients.
There is also an overview of catastrophic losses and their impact on insurers.
Whether you believe global warming will cause serious changes to the earth’s environment — or not
— the story should be a wake-up call. Businesses need to take a harder look at their properties.
Being sustainable could mean relocating, reinforcing buildings or taking maintenance and repair
more seriously.
Making these investments now is a good idea. Besides protecting business personnel and property, it
could keep insurance premiums in check.
After reading my latest Leader’s Edge article, please check out my Actuarial Review articles relating
to weather and insurance.
Risky Business explains why climate change has become the top risk of concern for actuaries
and risk managers.
2017: The Year of the CATs, discusses how extreme weather made 2017 the highest loss year
for losses, bypassing 2005 of Hurricane Katrina fame.
The SLR Factor covers why sea levels are on the rise. It also explains why actuaries should
consider the impact of rising sea levels when developing rates for pricing property insurance.

Baribeau Recognized for Actuarial Review
Award
Annmarie Geddes Baribeau was recognized June 25 for her thought-provoking editorial content
published in Actuarial Review. Her article, Driverless Utopia, won an Excel Award by Association
Media & Publishing (AM&P).

There’s no proof that driverless cars
will be safer than mere human
beings.

Entered in competition by the Casualty Actuarial Society (CAS), the article was the cover story for
the May-June 2018 issue of Actuarial Review. It was also the most viewed issue of the year on the
publication’s website.
“Written by frequent contributor Annmarie Geddes Baribeau, the article combines engaging graphic
elements with thought-provoking editorial content to examine a world caught between available
technology and public perception,” according to a CAS announcement.

Although the bronze-awarded article was published about a year ago, its relevance endures amid the
push of driverless cars. The piece questions the all-too-common assumption that some 90% of
accidents are caused by people. Baribeau’s article also demonstrates that driverless cars are not
proven to be safer and autonomous vehicles introduce new risks on the road. Her blog, Driverless
Cars Not Proven To Be Safer, offers a personal take on driverless cars.
“I thank the editor of Actuarial Review, Elizabeth Smith, and the Casualty Actuarial Society,”
Baribeau says. “It has been an honor to write the publication’s cover stories.” She is also grateful to
the Association Media & Publishing, which serves the needs of association and nonprofit publishing
teams. To read her latest articles about marijuana, commercial auto, climate change, cyber risk and
security and more, please click here. To see other articles and marketing samples, please contact
annmarie@insurancecommunicators.com.

Commercial Auto Unprofitability Not All That
It Seems

Why the commercial auto line is a
mess

Commercial auto insurance is an unprofitable mess. It’s putting some companies out of business.
Among the other commercial lines, commercial auto sticks out like a sore thumb. Unprofitable for
eight years, the line is making life difficult for insurance agents, brokers and their clients.
My article, “Commerical Auto Woes“, takes an in-depth and rare look into what is really going on
with commercial auto insurance. I went beyond the standard explanation that premiums are higher
due to rising costs. Actually, that is a small piece of the story.
Why is the line in crisis? The article gets into much greater detail, but here are two hints: market
changes and technological innovation. And of course, an unprofitable line does not mean that all
insurers are suffering. Some are doing quite well, thank you very much.
Improving Commercial Auto
Upon completing the article, it became clear to me that there are several areas to improve. Insurers
and the companies they cover need to get religion on workplace safety. That happened 25 years ago
in workers’ compensation and it put the line on a more solid foundation.
Further, there is a lot more to study about work-related transportation. Traffic, personal auto
insurance and workers’ compensation studies offer limited application commercial auto insurance.
There are other factors involved in commercial auto that range from vehicle size to the impact of
federal regulations and employee training.
__________
I went beyond the standard explanation

that premiums are higher due to rising costs.
__________
Meaningful granular data is tough to come by, which makes it especially challenging to evaluate the
health of an insurance line. For insurers that cover a variety of risks, including trucks, it can be
tough to go granular. To better compete, carriers need to know more.

Marijuana Industry Insurance Options Grow,
But Practical and Moral Issues Remain
The marijuana industry is attracting more attention from business insurance agents and brokers. As
I explain in my Leader’s Edge article, Budding Business, the burgeoning legal pot industry is calling
for more insurance options.
However, insurance companies selling business insurance are not exactly jumping at the chance to
offer the full array of coverages enjoyed by other industries. Excess and surplus carriers, which
thrive in high-risk insurance markets, are providing coverage to an extent. However, admitted
insurers, which are subject to state regulation, are not jumping at the opportunity.
My article digs into the marijuana industry’s growing pains, the coverage gaps it is facing and some
of the reasons why. Experts point to federal laws and regulations causing difficulty for financial
institutions, including insurance companies. However, covering marijuana remains quite risky and
unpredictable. The liability considerations alone are enough to discourage insurers. Think Big
Tobacco and play it forward.
_______________
Think Big Tobacco and play it forward.
_______________
Speaking of the effects of tobacco on society, there are also insurance executives who see the moral
and ethical implications of supporting a substance with a checkered past that marijuana legalization
does not address. And despite the general media’s general positive coverage of pot, it remains as
harmful as it always was.
Thankfully, you will find balanced reporting in both my Leader’s Edge and Actuarial Review articles
about marijuana. Both of which are published by insurance industry associations willing to support
thoughtful journalism.
A read of both articles shows that in the property & casualty insurance arena, different types of
insurance are at odds with each other. Business insurance, which covers the marijuana industry,
collides with personal and commercial auto coverage, which pay for the accidents caused by the
drug. Workers’ comp insurers face covering injuries from both the production and the use of pot at

the workplace.
My hope is that this article will be shared with a wider audience. In my view, marijuana should be
treated with respect as any other drug. That means regulating it through the U.S. Food and Drug
Administration. This would also ensure greater research and product dosage consistency. While the
FDA is imperfect, it is better than treating a drug known to cause impairment as an herbal
supplement.

Legalizing Marijuana Expands Auto and
Workers’ Comp Risk

Legalizing marijuana introduces
greater risk.

Legalizing marijuana expands its use. And that widens the risk potential of on-the-road and on-thejob accidents.
Just how much is legalizing marijuana affecting auto and workers’ compensation coverage? I try to
answer that in my latest Actuarial Review article, “Reefer Madness.” (Non-insurance folks should
read the article as well.)
Using all the information I could find – including direct queries to state workers’ comp funds – my
article offers insight into what I see as an emerging risk.
Since more states are liberalizing their marijuana laws, we can expect greater use of the drug.
Studies are already showing this to be true. And unfortunately, too many of those using the THChigh-inducing part of the plant are not staying home. Rather, they are taking to the roads and going
to work cognitively impaired, even those in dangerous occupations.
To make matters worse, too many Americans believe that driving while high is less dangerous than
driving while under the influence of alcohol. Some research is showing that marijuana-related auto
accidents are going up while alcohol-related incidents are declining.
That’s not exactly progress when any impairment is bad news. Legalizing marijuana a growing
public hazard to be sure. The insurance industry, however, is in the unique position to monitor the
impact from a public safety perspective. Insurers can also reveal pot’s impact on accident frequency
and costs.
On the job, anecdotal evidence of the impact of marijuana impairment still drives conventional
wisdom. The workers’ compensation insurance industry needs to start researching the impact of
marijuana on workplace safety and to realize the effects on return to work. Groups like the Workers’
Compensation Research Institute helped sound the alarm of the impact of opioids on injured workers
long before it became public knowledge. The same can happen for marijuana.
I know. It’s illegal and therefore cannot be researched. But there has to be something that can be
done.
Legalizing Marijuana Complexities
Legalizing marijuana is only possible because the once-well-believed downsides of the drug are
being drowned by those extolling its untold benefits. What was once conventional wisdom is now
debatable. Thought pot was addictive? Marijuana, advocates say, is not addictive — at least not
physically — and it can help break opioid addiction. I would argue psychological addiction can be
pretty tough to tackle. It is tough to know what to believe.
The marijuana conversation has become too hazy, allowing legalization to proceed at a faster pace.
It’s interesting that a reporter for the New Yorker, after looking at some of the same evidence as I
did, also expresses caution for different reasons.
The marijuana conversation is muddied for another reason. Legalizing marijuana means different
things to different people. While some insist that its medicinal qualities make the drug worthwhile,
others think medical marijuana was a mere entry point for recreational use.
It appears that way. States begin with legalizing marijuana for medical purposes even though
medical efficacy is yet to be proven. This is largely due to federal restrictions on pot, which make it
virtually impossible to give it the clinical gold standard research that builds the drug’s credibility. As
one source says, medical marijuana is not yet offering a remedy unavailable from other drugs. And

once pot transitions from medical to recreational use, people don’t care much about getting doctor’s
orders.

______________
…there is precious little we know for sure about cannabis.
_______________
By the way, the FEDs do make a compelling case for it. According to the U.S. Health and Human
Services’ review on marijuana, pot’s potential benefits do not outweigh the risks. Legalizing
marijuana should reveal whether the downsides of marijuana will be worth the upsides. That may or
may not change public attitudes. Americans are more open to marijuana than ever. Friends tell me
“it is just pot” though it is much more potent than 30 years ago.
While open-minded to pot’s positive outcomes, I cannot escape the realities before me. My Godson’s
life is being destroyed right now because he believed the online messages that marijuana was
harmless. Once he got high, was busted and removed from the drugs and his friends, he started
trying other drugs and alcohol. His high school career has been disrupted. His immediate future is
uncertain.
Another Look at Legalizing Marijuana
My exploration of marijuana and insurance is not over. Currently, I am working on a piece for
another publication that covers the impressive growth of the cannabis industry and the developing
marijuana-related commercial insurance market. Stay tuned.
Meanwhile, thanks to my extensive web activity into the subject of marijuana, yours truly is being
subjected to cannabis product ads and videos on her Facebook news feed. An occupational hazard?
Could be. It’s kind of creepy when online searching leads directly to my inbox. The marketing emails
about CBD oil and pot gummies are very misleading. Thanks to my article, I am better informed.
I hope you’ll check out my Actuarial Review article. Let me know what you think!

